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     Abstract- Errors in computer based information systems were relatively manageable as long as there was homogenous 

system environment and centralized control over information. Emerging trends of globalization, changing organizational 

patterns, strategic partnering, and electronic commerce and distributed computing have changed all this, resulting in loss 

of integrity in information systems. These errors are essentially caused by online factors of change, complexity, 

communication, conversion and corruption (the 5 C’s). These factors have their presence in IS mainly through system 

environment that is external to computing (and hence the application) system and overlaps the user environment. The 

proposed research paper tries to suggest the methodsto improve the optimum Integrity in Information System by 

quantifying intrinsic integrity attributes of accuracy, consistency and reliability on the data to be mined. 

 

I. INTRODUCTION 

The field of information security has grown and evolved significantly in recent years.  The end of the 20th 

century and early years of the 21st century saw rapid advancements in telecommunications, computing hardware 

and software. The availability of smaller, more powerful and less expensive computing equipment made 

electronic data processing within the reach of small business and the home user. These computers quickly 

became interconnected through a network generically called the Internet or World Wide Web. The rapid growth 

and widespread use of electronic data processing and electronic business conducted through the Internet, along 

with numerous occurrences of international terrorism, fueled the need for better methods of protecting the 

computers and the information they store, process and transmit as defined by CNSS [1]. The academic 

disciplines of information security and information assurance emerged along with numerous professional 

organizations - all sharing the common goals of ensuring the security and reliability of information systems. 

Security of information resources must include controls and safeguards to offset possible threats as well as 

controls to ensure timeliness, availability, integrity, confidentiality, etc. [2] [3].  

Being one of the most fundamental security properties, integrity is subject to a vast area of research. The study 

of integrity [4] [5] as a formal security property has received little attention within the research community. 

Integrity is the core concepts of information security. Integrity, in Information Technology terms, means that 

data remains unchanged while stored or transmitted. Unauthorized changes to stored data violate integrity. We 

refer to security textbooks [6, 7] that discuss assorted flavors of integrity, and integrity surveys [8] [9] [10] and 

tutorials [11] that develop integrity classifications.  To the best of our knowledge, our framework is the first to 

unify information integrity for programs. As mentioned previously, our departure point is the classification by 

Li et al. [12]. Our contribution compared to this classification is a more general model of invariants (Li et al. 

only discuss predicate invariants), a more general model of information flow (Li et al. do not consider 

endorsement), and a unified view, where we show that program correctness subsumes invariance policies. In 

addition, we also offer a unified enforcement mechanism that guarantees all aspects of integrity at once. 

Information-flow integrity dates back to Biba’s integrity model [13], which dualizes Bell and LaPadula’s model 

[14] [15] for mandatory access control. The Clark-Wilson integrity model [16] is a classical model that focuses 

on separation of duties and transactions. 

 

II. INFORMATION INTEGRITY ATTRIBUTE QUANTIFIERS 

Having developed the foundation for Integrity objective, next question is to look for approaches to 

quantification of intrinsic integrity attributes of accuracy, consistency and reliability, and to propose a method 

for demonstrating integrity improvement in information system. 

A. Choice of Data/Information Model 

This describes for first deciding on a practicable data/information model. Exclusively for the problem objective 

at hand, data taken form the information model can be modeled by a triple <ei, ai, vi> that represents input to the 

core information system, and information by a triple < e0, a0, v0>that represents output from the information 
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system; < e, a, v > represents datum of a triple <entity, attribute, value> as developed by the database research 

community. This form of representation, which authorize treating data/information as formal organized 

collection, allows dividing integrity issue into issues relating to entities, attributes and values thereby making it 

feasible to study Information system integrity analytically [17] [18] [19].As networked computerized 

information systems contain errors that are made but not corrected, it is the above data/information model that 

needs to be further improved by replacing triple <e, a, v> by triple < e, a, v + η >where represents error or noise 

component that is responsible for inaccurate, inconsistent and unreliable information and, thereby, for loss of 

integrity in Information systems.  

B. Accuracy 

Accuracy is another key-attribute of information. It means that information is free from mistakes and errors, is 

clear and accurately reflects the meaning of data on which it is based. It conveys an accurate picture to the 

recipient, who may require a presentation in graphical form rather than tabular form.  Accuracy is the degree of 

correctness and precision with which information in an automated system represents states of the real world. It 

is a very important quality dimension that on which many early information quality studies have focused 

[20][21][22]. Within information production processes inside organizations, accuracy can be improved by 

implementing institutional procedures, like having information double checked by two independent people, or 

by installing technical means, like calibrating sensors or verifying shipping address information received 

through a website against an address database. The concept of accuracy implies the assumption that information 

can be captured in an objective fashion. Thus, accuracy is not applicable to subjective information, like 

destructive impact, public perception or political views. Inaccurate information may be worse than no 

information at all.  Accuracy is also the degree of agreement between a particular value and an identified source. 

It can be assessed by identifying the relevant established source (standard) and by determining an acceptable 

tolerance. Specifically, the identified source provides the correct value – preferably the value corresponding to 

the optimum integrity. It can be an object or relationship in the real world; it can also be the same value in 

another database, or the result of a computational algorithm. 

C. Consistency 

Consistency summarizes the validity, accuracy, usability and integrity of related data between applications and 

across an IT enterprise. This ensures that each user observes a consistent view of the data, including visible 

changes made by the user's own transactions and transactions of other users or processes. Consistency is the 

degree to which multiple instances of a value satisfy a set of constraints. The multiple instances may exist across 

space (such as databases or systems) or over time. Thus, consistency is with respect to a set of constraints and 

data/information is said to be consistent with respect to a set of constraints if it satisfies all constraints of the 

data/information model [23].Constraints can apply to the same attributes in different entities (such as the salary 

attribute in the entities of several employees); they can also apply to different attributes in the same entity (such 

as the marks percentage and marks attributes in the entity for a particular student). 

Various kinds of consistency have been identified. These include Application Consistency, Transaction 

Consistency and Point-in-Time (PiT) Consistency. Data is point-in-time consistent if all of the interrelated data 

components (either a group of data sets or a set of logical volumes) are as they were at any single instant in time. 

Point-in-time consistency is an important property of backup files and a critical objective of software that 

creates backups. Transaction consistency is also frequently referred to as atomicity. A transaction is a logical 

unit of work that may include any number of file or database updates. A good example of the importance of 

transaction consistency is a database that handles the transfer of money. Application Consistency is similar to 

Transaction consistency, but instead of data consistency within the scope of a single transaction, data must be 

consistent within the confines of many different transaction streams from one or more applications. 

D. Reliability 

Reliability, which traditionally is a large concern in the system development lifecycle model, is a little complex 

attribute to define as it has a dual meaning in modern technical usage. In the broad sense, it refers to a wide 

range of issues relating to the design of large systems (complex computerized information system [CIS] 

included), which are required to work well for specified periods of time. In such a case, the term “reliability” 

includes descriptors such as “quality” (commonly understood from the traditional “standard’ product angle)and 

“dependability”, and is interpreted as a qualitative measure of how a system matches the specifications and 

expectations of a user. From this point of view for an IS the definition of reliability given as “accuracy with 

which information obtained represents data item in whatever respect the information system processed it" [17] 

can be seen to define the reliability requirement for the IS as a whole; reliability index being amenable to 

quantification through techniques such as Analysis of Variance (AOV) [24]. 
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E Integrity Profile 

Consider an information system designed and developed for an application area. It is appreciated that each 

application area, consistent with information usage requirements, will have application area specific order of 

significance for integrity attributes.  

 

III. INFORMATION INTEGRITY TECHNOLOGY IMPLEMENTATION STEPS 

Within the framework of Information Integrity attributes of Accuracy (A), Consistency (C) and Reliability (R) 

argued, we can then identify Information Integrity Technology Implementation steps as follows: 

 Understand the user application of the computer based information system under 

consideration and Establish organizational standard pertaining to data/information vis-à-vis 

requirements of: accuracy, consistency, reliability and cumulative integrity, based on 

application area. 

 Study data/information that flows through the Information System and define the source and 

destination data sources. 

 Develop the Model of the Information System under consideration as in Figure (1), based on 

understanding of data/ information flow in the system for the identified data sources and also 

specify and document data rules, also known as edits, that is to be implemented to study 

accuracy and consistency of the data/information in proposed system. 

 Choose a method for calculating Reliability Index, keeping in view advantages, disadvantages 

and convenience of application while accounting for factors such as nature and form of 

available data, and available computation aids. 

 Propose Integrity Analysis method for analyzing intrinsic Integrity attributes of accuracy, 

consistency and reliability. In addition to this, the proposed method may also undertake 

statistical analysis (time series analysis and other techniques) of error patterns signifying 

irregular changes, which contributes to loss of accuracy and consistency and of causes, which 

contribute to loss of Reliability. 

 The proposed method can be adapted for analyzing the error Detection Database constructs so 

as to identify the data rule violations in terms of accuracy and consistency attributes and set up 

the degree of integrity of data/ information in respect of Information Integrity. 

 Make Comparative study of the Integrity profile and indices acquire with: standards in local, 

regional, national, and international as the case may be – and the user specification on 

Integrity, so as to know what is to be expected of Information Integrity Technology. This 

would also assist in ordering or ranking of the Integrity attributes from the points of which 

attributes needs utmost improvement effort. This can also provide efficiencies and deficiencies 

for anticipated system and will also pave way to propose certain adjustment on the anticipated 

system so that these deficiencies are curtailed. 

 After locating the pairs of a given field at a given subsystem, each for enhancement of 

accuracy and consistency and having located given subsystems for reliability improvement 

opportunities, further analyze the Error Detection Database  and [25] study uneven changes at 

each of pairs consequent to accuracy and consistency attributes and also study reliability 

factors at each of the subsystems, so as to understand over the time the error patterns [25] and 

causes that contributes to the loss of accuracy, consistency and reliability. This would then 

assist in detecting the error or cause that occurred in due course of time in the past or 

estimating error or cause at time (t), or predict error or cause that may probably occur in 

future.  

 Also propose a Comparative Study performance of the Information System on inclusion of the 

Information Integrity Technology as discussed above. Accordingly obtained the intrinsic 

Information Integrity attribute indices, Integrity profile and Cumulative Information Integrity 

Index and compare them with appropriate reports before implementation of information 

Integrity Technology available. 

 Finally after applying various attributes on various Information Systems/ Data Sources the 

proposed system is evaluated for whether these intrinsic attributes have modified the data 

from its original version or not. These changes could be detrimental for the data and need to 

be analyzed properly. To overcome these situations effective data mining techniques will be 
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implemented before and after these operations are carried on the proposed data like 

Classification, Clustering, Association, Predication and Sequential Patterns.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 1. Data/Information Flow Model for an Information System for Implementing Information Integrity Technology 

 

IV. CONCLUSION 

Computerized information systems contain errors that are made but not corrected by controls built-in at system 

analysis and design stage of the Information System. Therefore, the confirmation of potential or suspected 

anomalies in a live database and subsequent integrity improvement becomes an essential facility (beyond 

application controls) within an Information System. This facility is the Information Integrity Technology. 

Specifically what it means is that benefits of increase in information use by achieving integrity are compared 

with costs of acquiring information as also of evaluating and applying integrity. There is a competitive 

advantage in the form of an overall benefit, as long as increase in information use value is more than costs. This 

then advocates an optimum integrity value that is desirable for maximum competitive advantage. It is this 

observation that then offers the basis for developing Information Integrity attribute quantifiers leading to the 

statement of Information Integrity Technology based on a feedback control system approach. 
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